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7.6.1  SAE/LTE Security
1. Introduction
RAN2 LS R2-169124[1] addressed an issue with redirecting LTE calls to GERAN. Except LTE call, initial attach process contains the same redirecting message without protection. This contribution discuss how to solve this problem in current networks.

2. Discussion

Attack Scenario:  Suppose there is a fake eNB, which set the same frequency band and parameters (eg,MNC,MCC), then it would easily trigger UE’s Tracking Area Update(TAU) process. If the integrity check of TAU Request message failed, then authentication is mandatory. In this process, the Redirection to GERAN would be carried in RRCConnectionRelease, as shown below
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Same attack scenario would happen when UE turns on or transforms from the airplane mode. In this manner, attacker could force UE to malicious GSM BTS.
As a result, except CSFB, there is another potential attack of ‘GSM Redirection’ from LTE network like above.
Potential Solution:
This contribution addresses an issue on redirecting LTE to GERAN. We’d like to see the RRC connection release message to be protected in AS layer or NAS integrity protected if redirection information to GSM BTS is included. Operators would tell UE to reject unsecured redirections through NAS massage after attach has been successfully completed. However, if UE reject all unsecured redirections will affect the CSFB process. Therefore, this paper list a set of solutions to new feature and legacy between UEs and eNBs. 

· UEs would always accept secured redirections.
· To unsecured redirections, different process should react in different manners, as shown below.
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Red font means that there is still risk. 

The warning send to the users, so we recommend to solve this problem with UE security indication and configuration[2].
Reference:
[1] R2-169124 LS on LTE call redirection to GERAN
[2] S3-170868 Procedure for UE security indication and configuration
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